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Appl. No. 09/720,353 

Amendment dated April 8, 2005 

Reply to Office Action of January 13, 2005 

Amendments to the Claims: 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims: 

1. (Canceled) 

2. (Currently amended) The method as defined in claim 11 [[1]]/ wherein 
the sequence number is transmitted together with the signing key from the control 
center to the sender, and is transmitted from the sender via the data set to the 
receiver. 

3. (Currently amended) The method as defined in claim 11 [[1]], wherein 
the sequence numbers are used to produce signing keys in the control center and 
corresponding checking keys in the receiver. 

4. (Currently amended) The method as defined in claim 11 [[1]], wherein 
the sequence numbers are used to produce signing keys used in the control center 
and corresponding check keys are used in the receiver wherein the sequence number 
is transmitted via the data set to the receiver. 

5. (Currently amended) The method as defined in claim 11 [[1]], wherein 
the sequence number is produced by a pseudo-random number generator. 

6. (Currently amended) The method as defined in claim 11 [[1]], wherein 
the encryption of the sequence number by means of Uie main key is used as the une- 
time encryption. 
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7. (Currently amended) The method as defined in claim 11 [[1]], wherein 
the control center produces a number of signing keys , and transmits them to the 
sender, either separately or together with the associated sequence numbers. 

8. (Currently amended) The method as defined in claim H [[1]], wherein 
the receiver maintains a list of already used sequence numbers, and rejects already 
used sequence numbers. 

9. (Currently amended) A device for signing a message which is sent from 
a sender to a receiver comprising; 

a control center having a first memory and a receiver having a second 
memory for a secret, common main key; 

[[in]] the control center induding , one input of a first one-time encrypter 
being connected to the first memory of the control center, and another input 
being connected to a. generator for a sequence number, 
an output of the first one-time encrypter being connected to the sender via a 
transport medium; 

a signature generator provided in the sender, and having inputs connected to 
the output of the first one-time encrypter and to the message to be signed; 
an output of the signature generator being connected to a device which 
assembles at least the signature and the message to form a data message 
block and whose output is connected to the receiver via a transport medium; 
a signature checker ia provided in the receiver having inputs connected to the 
message and to the signature of the data message block which has arrived via 
the transport medium, and wherein 

the inputs of the signature checker are further connected to an output of a 
second one-time encrypter, whose inputs are connected to the second 
memory of the receiver for the secret main key and to a means for providing a 
sequence number t 
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10. (Previously Presented) The device as defined in claim 9, wherein the 
generator to produce a sequence number uses a deterministic method to produce 
one or more sequence numbers that correspond to the same number of check keys, 

11. (Currently Amended) A method for signing a message from a sender and 
for checking a signature at a receiver, the method comprising the steps of: 

jnitjyilizing providing a control center, a sen d er and a receiver with a 
shared main key wherein - the control cent e r and the receiver sharp an 
undiscovorablo main key; 

causing the control center to produce one or more sequence numbers; 

using one of the sequence numbers and the common shared main key 
to create a signing key by means of a one-rime encryption; 

providing the signing key and the sequence number to the sender via a 
secure transmission; 

the sender using the signing key to form a signature for a 
message and Bonding thu message to the receiver via a data cot containing at 
least the moccago and the signature; 

the sender forming a data set; 

the sender sending the message to the receiver via the data set 
containing at least the message and the signature: 

detenruning the sequence number from the received data set; 

passing the sequence number through a one-time encryption to 
produce a check key; and 

using the check key to verify the signature on the moooago . 
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